Proofpoint Anti-SPAM Quarantine System

The new Proofpoint Anti-SPAM system works much different than the District’s previous system. Although
the new system works on a weighted scale, it is designed to eliminate “false positives” and correctly
differentiate between legitimate email and SPAM. Because of this accuracy, it is possible that a user may
not receive a “quarantine” notice for several months, if ever!

Proofpoint’s “quarantine notice” is called an End User Digest, which will look like the screen shot below.
This is similar to the quarantine messages we used to get from our old SPAM protection software, but due to
the new systems accuracy, should contain very few emails. When the Proofpoint system finds an email that
it can’t quite decide if it is SPAM or a legitimate email, it will send you a new End User Digest email so you
can see the email(s) in question and decide to “release” the email to your inbox, or configure the system to
always “trust” email from this sender and add it to your Safe Sender’s List (this feature is covered on page
2).

Below, is a screen shot of a sample End User Digest. You may notice the page has several additional options
to enable you to customize your own Anti-SPAM settings.

Please save the first blank End User Digest, so you can recall it to request a new one at any time. You can
always search for it in your inbox from proofpoint@sdccd.edu.
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On the screen image below, notice under the word Quarantine on the left side of the dark blue banner, there
are three action options for each message: Release; Safelist; and Not Spam.

Release. If you see a message that you feel has been detained in error you can click on Release. The anti-
SPAM system will then forward this message to your inbox, but all other messages from this email address
will continue to be scanned for spam.

Safelist. The Safelist option will not only release the message from the quarantine, but will also add the
sender’s email address to your Safe Senders List. Once an email address is added to the Safe Senders List
all future messages from this email address will not be scanned through the Proofpoint anti-SPAM system
and will be sent directly to your email Inbox.

Not Spam. Using this option will send a message to the developers of the Proofpoint software to be
reviewed and possibly adjust a filter that allows this e-mail address or type of message to pass through the
filter in the future. Never select this option with any confidential or personal identifiable information!
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There are three additional options available in this End User Digest: Request New End User Digest,

Request Safe/Blocked Senders list, and Manage My Account. These options affect every message that you
receive.

B End Uker Dapesh 4 Fesw Messages -~ Meotage [HTHL) - Unicode (LITF-E) ki =10 __‘-EI
|| Bl Bt Wew [rsert Fomat Tods Actons Hep |
| Eveni | oreny o 4 | wRFowens (&0 | ¥ [0 K .- w - g3
Frome  poadeciicd.cc.canam Sents Fri 32007 7000 AM
Toa ebravnEsdond sdu
=
Subparts  Erd s Dhgash <Py Magsages
=
End User Digest New Messages
Ban Diegs Comitisly Coliage Dl . .
O For Eric Brawn (ebrowisEsdood adu)
Tha emang hafed Da'ow have Deen alaced in your pety
To delner an e-mad o poir indax, elek an Reledss. To
Safelst This ensims thal mo amads from el sender nal
ched o Vol Seam
Baaised ik B Oipast  Geeusar Savvhers Laf Akt Bt
|Sl:m !mm Subject
Raleaps  Jgteis! Mol Soar 10 Rejsctefomey com coAcemad ihather
L 10 oyd ginf.cam Yew can leam more about JGM povacy crachces oo
dgcdooop@lcanmomnks com 1 wordered aoed F it wowde Y be mice o bave @
T aykhERomg.oom Wicked Sode. Sealable Anes wilh Aspochnonous Progs
Far mane infarmakon coslact your Spsfam Adnivelator
Piarbl by BV ORI B —
b

Click on Request New End User Digest. You will then be redirected to a confirmation page that looks like
this. You may close this window as no further user interaction is required. You should receive your new
digest in your Outlook Inbox within minutes.
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Next option is the Safe/ Blocked Senders list. Once you click on this option, you will then be redirected to a
confirmation page that looks like this. You may close this window as no further user interaction is required.
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@ Done
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Within minutes, you will receive an email with a list of your Safe Senders and Blocked Senders that will
look similar to the graphic below. Select Delete if you would like to remove an email address from either

list. Notice, you cannot add email addresses from this page. You can only add using the Safelist option on
page 2, or through Manage My Account on the next page.
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From: pps@sdocd. co.ca.us
Ta: Eric Brown
Ca

Subject:  SafefBlocked Senders List Summary

Sent: Wed 3/14/2007 10: 18 AM

_ E
@ San Diego Community College District  Safe/Blocked Senders List Summary
k: 4 For Eric Brown (ebrown@sdccd.edu)

The e-mail addresses shown below represent individuals and organizations on your Safe Senders List and your Blocked Senders List. Mail
from senders on your Safe Senders List will not be filtered for spam. Mail from senders on your Blocked Senders List will be classified as

spam. You can add/delete senders as needed and you can always request an updated Safe Senders List and Blocked Senders List. User
Aliases are synonymous with your e-mail address.

Regquest Safe/Blocked Senders List  Manage My Account  Help
Safe Senders List
Email Address

Add
Delete aykh@cmg.com
Delete oyt@wgint.com

Blocked Senders List

Add
No Blocked Senders List specified.

For more information contact your System Administrator.
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Finally, we have Manage My Account. When you click on this option, you will be directed to the My
Account website similar to the example below, where you can manage various settings like editing email
addresses on your Safe Senders/Blocked Senders lists, determine how often you want to receive an End
User Digest, and the default language for the Digest.
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If you click on Profile at the bottom left and select Settings you can select your preferred language and
Digest preferences. Please select just the top box to configure the system to send a new Digest each time a
message is moved into quarantine. You can change these options at any time.

The Account section identifies your full name and your corresponding email address. No changes can be
made to this section.
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If you click on Lists at the bottom left corner, you will be able to edit your Safe Senders and Blocked
Senders lists. You can toggle back and forth between lists by clicking on each list title in the My Lists box
on the left hand side of the screen.

Once you have a list selected, and if you have email addresses on each list, you can highlight the individual
box in front of the email address to select it, then using the top light blue bar, click on the Delete icon to
delete the email address from either list or the Edit button to modify an email address. You can use the New
icon to add email addresses to each list.

Be careful using the Select All option and the Delete icon as this will delete all addresses from each list. The
Unselect All option will remove the highlight off all of the email addresses and will undo the Select All
action.

If for any reason, you don’t know the complete email address of any sender that you want to add to either
list, you can also add just the email domain to any list. (Eg. cox.net.). If you use just the domain on either
list, you are authorizing or deleting all email addresses from that email domain. Please be careful when
using this option.
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If you have any questions on this Proofpoint Anti-SPAM system,
please call the IT Helpdesk at
(619) 388-7000.



